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ABSTRACT—The demand for mobile communications has been increasing significantly
while inducing more challenges to security issues, especially in authenticating mobile
hosts. In order to provide secure communications in mobile networks, the Authentication,
Authorization, and Accounting (AAA) architecture is currently in use within the Internet
access service. The AAA architecture is used to establish authentication between the
communication hosts. However, the current architecture has an inefficient authentication
procedure when a mobile host hands off from a home domain to foreign domains because
the architecture assumes that the only reliable source of authenticating the mobile host is
the AAA server located in the home domain. This problem becomes more significant
when the mobile host traveling far way from its home domain establishes a mobility
security association with mobility entities. To solve these problems, we propose in this
paper an adaptive authentication and registration key management scheme. Within the
proposed scheme, the mobile host is authenticated by the AAA server located in the
previous domain and obtains the required key material to establish the mobility security
association when the mobile host performs the inter-domain handoff. In the intra-domain
handoff case, the mobile host is simply authenticated by the AAA server located in the
current domain and obtains the required key material. The results of a performance
evaluation show that the proposed scheme reduces the authentication failure rate up to
58.46% compared to the current AAA architecture.
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