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ABSTRACT—In this paper, we propose a new signcryption scheme and its online/offline 
version from pairings. Based on the assumption of k+1 square roots, the scheme is 
proven, without random oracles, to be secure against the existential forgery under an 
adaptive chosen-message attack. It is also proven that its IND-CPA security also implies 
its IND-CCA2 security. A comparison is made with existing schemes from the viewpoint 
of computational cost and the size of ciphertexts. 
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1.  INTRODUCTION 
As basic building blocks of various cryptosystems, encryption schemes and signature 

schemes have been designed and analyzed separately. In the settings where both privacy and 
authentication are needed, it is a straightforward idea to compose these two schemes to construct a 
new authenticated encryption scheme [5,6,12]. It is a challenge to achieve a goal of reaching 
greater efficiency than simply carrying out the signature and encryption operations separately. 
Zheng firstly introduced a new cryptographic primitive, named as signcryption [22], to provide 
simultaneously both message confidentiality and unforgeability at a lower computational and 
communication overhead. 

Zheng also presented two efficient schemes based on the discrete logarithm assumption. 
However, Peterson et al. pointed out in [17] that Zheng’s approach to gaining non-repudiation 
violated the confidentiality and they provided a solution to this problem. Subsequently, more 
research efforts [2,3,11,1,14,15] have been done for more efficient and secure signcryption 
schemes. The first formal security model was provided in [2]. Another sound model for the 
confidentiality and unforgeablity of signcryption can be found in [3]. The security notions were 
further elaborated in [7,8]. 

Most of the signcryption schemes, including identity-based ones [16,7,13,4,8], provided their 
security proofs in the random oracle model. Very recently, Wu et al. [20] proposed an efficient 
signcryption scheme that was proven secure without random oracles, under some strong 
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