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ABSTRACT—Computing devices in pervasive environments have limitations on the 
following attributes: calculation capacity, power consumption, and chip size. The huge 
amount of operation required for applications of cryptographic primitives restricts the 
implementation of these primitives in pervasive environments. In order to overcome such 
limitations, we propose a new primitive for stream ciphers called PC-AddRotR 
(Pervasive Computing - Adder Right Rotation). PC-AddRotR is easily implemented by 
light-weight hardware and fast word-based software. PC-AddRotR efficiently generates 
sequences of long period and multi-bit sequences. In addition, using a word-based adder 
with a nonlinear property, it has more resistance against algebraic attacks, which are 
known to be the strong analysis methods for stream ciphers. 
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1.  INTRODUCTION 
Pervasive environments are a future information and communication paradigm in which users 

can freely access networks anytime, anywhere, and without being conscious of networks or 
computers [1, 2]. 

Since the cost of microprocessors has gradually fallen and their size is shrunken, chips can be 
fitted into objects in these environments. Furthermore, information acquisition and transference 
among objects are becoming easier and easier with the advent of the state-of-arts sensor and 
communication technologies. Therefore, pervasive environments are not in virtual reality but in 
reality, and become an attractive issue. 

Because everyone can easily access networks and share a great amount of information, 
pervasive environments are vulnerable to interception of transmitted data, leakage of private 
information, and other security problems [3]. 

Therefore, it is critical that security technologies, as well as processors, sensors, networks, 
and interfaces, are developed for pervasive environments. Security services in pervasive 
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