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Abstract
With the advent of the full-fledged 5G era, there is a growing expectation that 5G technology,
which is characterized by ultra-fast, ultra-connected and ultra-low latency, will revolutionize our
lives. Especially, 5G networks adopt edge cloud for application services within their area and
provide network slicing based on network virtualization technologies to effectively support
customized networks specialized for each application service. It is thus predicted that 5G will

introduce innovative application services such as realistic contents, smart factories, autonomous
vehicles, smart cities, and digital healthcare as well as lead the 4th industrial revolution.
In spite of such significant progress, 5G networks are followed by new and diverse security
threats and attacks beyond our imagination, which cannot be addressed by traditional security
technologies. Therefore, security is a necessary and sufficient condition for successful settlement
of 5G networks. As the first step for 5G security, the 3GPP (3rd Generation Partnership Project)
SA3, a working group responsible for security of telecommunication networks, has standardized
3GPP 5G security framework through its TS 33.501 document entitled "Security Architecture and
Procedures for 5G Systems". In this talk, 3GPP 5G security framework will be first outlined with
its authentication, key management, and handover procedure, followed by the related works and
research trends. Afterwards, focus will be on network slice security issues and secondary
authentication, which is the key to opening the door for new security paradigm where each
application is integrated with its best suit telecommunication and security service.
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